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Mashup Manifesto

1. sharing requires control
2. sharing must be natural

3. sharing must be cheap



What to Share?
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<CoFrame src=http://gadget.com/page id=gadget
passthroughBrowser="html css js"
delegatePhysical=".1 cpu"/> ...
. var toggle = true;

1
2
3
4
5. delegateBrowser(“network”, gadget, "http://gadget.com",
6 function () { if (toggle) return true; });

7. function getData() {

8 toggle = false;

9 return "profile data"; }

10. aroundJS(gadget, getData,

11. function proceed (continue) { return continue(); });



JS Sharing with Cross-Principal Advice
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JS Sharing with Cross-Principal Advice
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JS Sharing with Cross-Principal Advice
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JS Sharing with Cross-Principal Advice
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JS Sharing with Cross-Principal Advice
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Browser APl Sharing with Non-Tampering Advice
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Physical Resource Sharing with TessellationOS

render render render
layout layout

Fp— dasuble
cl?ck

facebook




Mashup Manifesto

1. sharing requires control
2. sharing must be natural

3. control must be cheap
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Gadget Access of Container-Origin Resources

Gadget Access of Gadget-Origin Resources

JavaScript Browser Physical JavaScript Browser Physical

Mechanism . deny | control | d. deny | control | d. deny | control | untampered | d. deny | control | d. deny | control
frame v string v string X X v X X X X
serviceinstance v string v string Xt X v X X X X
nullinstance v string v string x! X v v X X X
omash e ref v ind. ref X X e X X X X
€& jAsame-frame v ref v ind. ref X Xe X + X X° X°
CAJALiF-frame e ref v ind. ref X X frame v all /none X X
object views v value v ind. val X X v X X X X
conscript X° value X value X X X X all /none v X
coframe;4.a1) v value v value v value v v value v value

Opt-in (=.g., blacklist]),

Sharing a JavaScript value passes a reference graph

ind

L
Same-lrame JavaSeript CPU control in Web Sandbox

Security-critical functions are nol exposed to direct JawmSeript contral

Sharing n JavaScript value only enables direct access to just that value

Gadgets are falrly scheduled with the container, giving excess privilegs




Sharing Browser APls: Today
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Sharing Browser APls: Tomorrow
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A New Hope
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